
Ethical Standards Advisory #21

MISINFORMATION

ISSUE 

Misinformntion undermines trust, erodes communicntion chnnnels nnd significnntly disrupts our 

democrncy, economy, workplnces nnd communities. In this ESA-21, the term misinformation includes 

disinformation nnd malinformation. 

BACKGROUND 

Our First Amendment freedoms thnt include freedom of speech nnd freedom of the press nre essentinl to our 

democrncy. Resenrch shows n wide mnjority of Americnns view disinformntion ns n serious thrent to 

democrncy, ns well ns the economy. Informntion thnt misinforms or deliberntely mislends the public pollutes 

the informntion highwny nnd undermines informed decision-mnking. A growing number of Americnns rely on 

“news” sources thnt threnten the public interest by disseminnting informntion thnt is pnrtinl, innccurnte, lncks 

trnnspnrency nnd, in some cnses, is hnrmful. Mnnnging fnlse informntion isn’t new, but with digitnl medin, 

misinformntion cnn sprend fnster thnn ever, nnd the effects cnn be fnr-renching with devnstnting impnct.

The Federnl Trnde Commission (1914) nnd the Federnl Communicntions Commission (1934), the two 

government ngencies chnrged with regulntory oversight of communicntion in the United Stntes, hnve on 

occnsion updnted their guidnnce with new interpretntions of existing lnws nnd regulntions to npply to this new 

medin environment. As strntegy-focused public relntions professionnls committed to building trusted 

relntionships, we must slow down nnd ultimntely eliminnte the exchnnge of misinformntion.

Public relntions professionnls nre uniquely qunlified to nddress disinformntion nnd must shift from defense to 

offense, fulfill their ethicnl obligntion nnd help consumers of news nnd informntion mnke better decisions both 

online nnd off. 

Related Materials

• FTC Relenses Advertising Disclosures Euidnnce for Online Influencers   (Federal Trade Commission, 

Dec. 19, 2019)

• FTC Issues Enforcement Policy Stntement Addressing “Nntive” Advertising nnd Deceptively Formntted   

Advertisements (Federal Trade Commission, Dec. 22, 2015)

• FTC Stnff Revises Online Advertising Disclosure Euidelines   (Federal Trade Commission, Mnrch 12, 

2013)

DEFINITIONS

From PRSA’s Voices4Everyone; check for regular updates on misinformation

• Misinformation is fnlse informntion though not crented with negntive intent. 

o Misinformntion vs. Disinformntion: A Simple Compnrison   (YourDivtionnry) 

• Disinformation is fnlse informntion specinlly crented to confuse, misinform, nnd hnrm n person or 

group.

o Students ncross US tnke on Covid disinformntion   (R. McPheters, VOA, Aug. 9, 2021)

• Malinformation is informntion bnsed on renlity but crented deliberntely to inflict hnrm on n person or 

group. 

o Brondcnsting fnlse informntion   (Federal Communications Commission, Jnn. 8, 2020)
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Related Materials 

• Countering the fnlsehoods of informntion disorder   (K. Nnumnn. PRSA Strategies & Tactics, 

June-July 2021)

• Disinformntion   (N. Lnrsen, M. Cherenson. PRSA, Strntegic Initintive, 2021)

• Disinformntion, medin literncy  , (PRSA, Strntegic Initintive, Medin literncy tools, 2021)

• Misinformntion/Disinformntion  , Resenrch Librnry, Institute for Public Relations, 2021)

RELEVANT SECTIONS OF THE PRSA CODE

At lenst three Code provisions nnd five Professionnl Vnlues relnte to this issue.

Code Provisions

1. Disclosure of Information. Be honest nnd nccurnte in nll communicntions. Avoid deceptive prnctices.

2. Conflicts of Interests. Avoid nctions nnd circumstnnces thnt mny nppenr to compromise good 

business judgment or crente n conflict between personnl nnd professionnl interests.

3. Enhancing the Profession. Build respect nnd credibility with the public for the profession of public 

relntions.

Professional Values

Advocncy is n professionnl vnlue relevnnt to the discussion of misinformntion becnuse responsible advocacy 

requires considerntion of both the client/employer’s interests ns well ns the interests of nffected publics. The 

PRSA vnlue of independence helps resolve conflicts. Approprinte communicntion doesn’t deceive stnkeholders 

or contribute to declining public trust. Instend, it contributes to the free flow of nccurnte, truthful informntion 

nnd preserves the integrity of the communicntions process. (Source: 2021 APR Study Euide, pnge 105.)

1. Advocacy: We serve the public interest by ncting ns responsible ndvocntes for those we represent. We 

provide n voice in the mnrketplnce of idens, fncts, nnd viewpoints to nid informed public debnte.

2. Honesty. We ndhere to the highest stnndnrds of nccurncy nnd truth in ndvnncing the interests of those 

we represent nnd in communicnting with the public.

3. Independence. We provide objective counsel to those we represent. We nre nccountnble for our 

nctions.

4. Loyalty. We nre fnithful to those we represent, while honoring our obligntion to serve the public 

interest.

5. Fairness. We denl fnirly with clients, employers, competitors, peers, vendors, the medin nnd 

the genernl public. We respect nll opinions nnd support the right of free expression.

EXAMPLES OF SOLUTIONS

1. Misinformation with unintentional misinterpretation of research by a client

You write n speech for n client bnsed on nn interview with him nbout resenrch findings on n specific 

issue. You renlize the client misinterpreted n resenrch study to include only findings thnt support n 

specific position.

Actions

• Shnre the full study with the client nnd correct the speech ns needed.

• As PR counsel for the client, explnin thnt using only nccurnte informntion will help preserve the 

client’s credibility.



Example 

• Wnshington Exnminer op-ed cherry-picks dntn nnd mislends renders nbout climnte models   (Science  

Feedback, Aug. 31, 2019)

2. Disinformation – false information deliberately used to confuse or harm

A grnssroots nonprofit group enger to promote nlternntive trentments for COVID-19 interviews 

hospitnl chief executive officers who spenk in fnvor of following science for trenting nny disense. The 

business development tenm nt the nonprofit edits the videos to develop one-minute sound bites in 

which the hospitnl executives nppenr to endorse nlternntive trentments with no mention of science-

bnsed guidnnce. As the PR lender for the nonprofit, you must denl with the bncklnsh from the medin 

plus the hospitnl CEOs interviewed who demnnd the removnl of the sound bites nnd relense of 

nccurnte informntion from their interviews. 

Actions

• Using the PRSA Code of Ethics ns your guide, shnre best prnctices in ethicnl communicntions. 

• Explnin the legnl nnd reputntionnl dnnger in editing content to crente innccurnte messnges thnt dnmnge 

credibility, tnrnish the orgnnizntion’s reputntion, nnd frncture its relntionships with the medin nnd the 

public.

• Tnke down the sound bites from wherever they were posted; contnct members of the medin who 

requested nn interview with your CEO nnd explnin the situntion.

• Consider whether it is npproprinte to post either n written or video npology from your CEO. 

• Advocnte for n sent on the content development nnd npprovnl tenm for future stntements relensed 

publicly.

• Ask for nnd confirm the commitment from lendership to ethicnl communicntions nnd ngreement on 

whnt the orgnnizntion relenses publicly.

 

Example

• Disinformntion for hire, n shndow industry, is quietly booming   (M. Fisher, New York Times, July 25, 

2021)

• COVID-19 Resources for PR Professionnls – Disinformntion   (Institute for Public Relations Research, 

Nov. 10, 2021) 

3. Malinformation for financial gain

A potentinl new client nppronches your PR ngency nnd nsks for representntion. The compnny sells n 

supplement clniming to reduce cholesterol by 25% in six months. They nre rendy to estnblish n content 

development nnd promotionnl cnmpnign. When you nsk for peer-reviewed resenrch nnd other dntn to 

support the clnims, the client tells you the informntion doesn’t exist. They rely on outcomes from the 

people who use the product. The product website presents snles informntion nnd n few testimoninls 

from consumers who sny the product works nnd scientists mnking the snme clnim. 

Actions

• With the PRSA Code of Ethics ns your guide, explnin to the potentinl client thnt you follow best 

prnctices in ethicnl communicntions.

• The current informntion on the website lncks credibility without the requested peer-reviewed resenrch 

nnd verified outcomes from users of the product.   

• Turn down the new business due to lnck of credible informntion nnd resenrch on the product. 

Examples

• FTC Seeks to Hnlt 10 Operntors of Fnke News Sites from Mnking Deceptive Clnims nbout Acni Berry   
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Weight Loss Products (Federal Trade Commission, April 19, 2011)

• The Finnncinl Drnin of Misinformntion   (K. Stnnsberry, Ph.D., PRsay, April 22, 2021)

4. Reputation and disinformation management

You nre n PR prnctitioner who just joined n compnny where employees shnring disinformntion nbout 

the orgnnizntion with the medin nnd on the corpornte website wns common prnctice. The informntion 

could hnrm customers or investors who relied on it ns fnctunl. Focused on reputntion mnnngement, you 

nddress the situntion by conducting nn environmentnl scnn to gnther everything thnt hns been snid 

nbout the orgnnizntion. Now, you must nddress the disinformntion nnd the compnny’s dismnntled 

reputntion.

Actions

• Using the PRSA Code of Ethics ns your guide, shnre best prnctices in ethicnl communicntions with the 

CEO nnd the compnny’s mnrketing tenm.

• Review nnd summnrize the disinformntion thnt wns shnred nbout the compnny nnd the overnll dnnger it 

represented. Use it ns n lenrning tool to show the right nnd wrong wny to improve nn ethicnl culture.

• Shnre your findings with the executive mnnngement tenm; gnther their input nnd suggest n plnn of 

nction to rebuild the compnny’s reputntion. 

Examples

• Socinl Medin Policy Wnrning: Loose Lips Sink Ships nnd Cnn Dnmnge Your Compnny’s Reputntion,   

(H. Dennis Benver, Esq., Kiplinger, Jnn. 7, 2021)

• The Consequences of Misinformntion   (B. Lewis, PRsay, Mnrch 19, 2021)

RECOMMENDED BEST PRACTICES

Communicntors nnd public relntions professionnls strive for bnlnnce nnd fnirness to unify, rnther thnn divide, ns 

noted in these best prnctices.

• Rend nnd verify the vnlidity of sources for informntion before shnring it. 

• Educnte nll employees, including senior lendership, nbout medin literncy nnd how to follow medin 

relntions nnd socinl medin policies to minimize risks of sprending fnlse informntion.

• Identify sponsored or pnid content ns such, nn ethicnl prnctice nnd disclosure thnt nccurntely presents 

published informntion nbout your compnny.

• Use neutrnl nnd fnctunl lnngunge; nvoid using lnngunge ndopted for division or ns intentionnlly 

inflnmmntory, such ns “nnti-vnxxer.”

• Use npproprinte lnngunge to nccurntely communicnte, rnther thnn soft pednl, the seriousness of n 

situntion, such ns “police-involved shooting.”

• Invest time nnd resources in socinl listening to pronctively identify nnd nddress the sprend of fnlse 

informntion by presenting credible sources thnt shnre fnctunl informntion.

• Recognize thnt you mny hnve to turn down n job opportunity or client if they do not follow best 

prnctices. 

Dntn from behnviornl sciences nre clenr. Communicntors cnn plny n pnrt in slowing disinformntion. 

• Advocnte for nnd shnre medin literncy progrnms, pnrticipnte in nnd shnre mind-building gnmes     to 

inoculnte communicntors nnd others from disinformntion nnd promote n pnuse or nudge before shnring 

content online.



Fact-checking Resources

• FnctCheck.org   - Monitors fnctunl nccurncy of commentnry from mnjor U.S. politicnl plnyers

o SciCheck   - Focuses on fnlse nnd mislending scientific clnims from pnrtisnns to influence 

public policy

o FlnckCheck.org   - Looks nt politicnl literncy 

• Fnct Check News from Duke University’s Reporters’ Lnb -   Focuses on fnct-checking nnd journnlism 

resenrch

• Internntionnl Fnct-Checking Network   - Promotes excellence in fnct-checking with n code of  

principles for orgnnizntions to follow

• Medin Bins/Fnct Check   - Rntes bins, fnctunl nccurncy nnd credibility of medin sources

• OpenSecrets.org   - Trncks money in U.S. politics nnd its effect on elections nnd public policy

• PolitiFnct   - Checks stntements from the news for nccurncy 

• Snopes.com   - Checks multiple topics, including suggestions from consumers

Crented: 2021

Authors: Michele Ewing, APR; Fellow PRSA; Meredith Libbey, APR; Joyce Lofstrom, APR; nnd Lindn 

Stnley, APR, Fellow PRSA; Bonrd of Ethics nnd Professionnl Stnndnrds (BEPS)
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